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| WHATIS ENCRYPTION?

Encryption is a method that makes data unreadable using certain algorithms. These algorithms use a password to
encrypt the data. The password is needed to be able to read the encrypted data.

This prevents third parties from viewing the encrypted data. But it also means that if you no longer have the password,
you can no longer access the data.

Security naturally depends on choosing a good password. So think carefully about the password you set. The following
are tips for creating a strong password: (1) the longer the better (min. 10 characters), (2) combine letters, numbers and
special characters, (3) make sure you can remember the password (for example, use a passphrase). For more tips on
choosing a strong password, see https://www.safeonweb.be/nl/gebruik-sterke-wachtwoorden.

Also remember that encryption of data does not replace a good backup. Encryption does not protect against (accidental)
deletion of data. So encrypted data still needs to be backed up properly.

Il WHEN TO ENCRYPT?

Tip: It is better not to keep confidential data on a local device (laptop, USB stick, ..), but only on the
central disk space managed by the Department of Information and Communication Technology. If this is
not possible, it is recommended to encrypt.

It is advised to encrypt any confidential' data you collect and store as part of your research. To determine whether
encryption is needed, consider whether there is an increased risk that the data you want to keep confidential could be
read by unauthorised persons and what the impact could be (in a worst-case scenario).

As a rule of thumb, if the data leaves the 'walls' of Ghent University, there is an increased risk. So if you want to share
confidential data with others via the cloud, via filesender or by email, you must encrypt it. If you have confidential data
on your laptop or on an external medium that you take home (e.g. USB stick), encryption is also recommended. Also be
aware that when you have to log in with a password on your laptop, it does not necessarily mean that the data on the
laptop is protected from unwanted glances. The login password protects access to your account, but does not make the
data you have saved illegible. Someone who knows what they are doing can easily retrieve data from your laptop. This
can only be avoided by using encryption software such as BitLocker (Windows) or FileVault2 (MacOS) (Also see Scenario 1
- Encrypting an entire laptop).

When the confidential data is on a Ghent University network drive, it is in principle not necessary to encrypt it. For highly
sensitive data, however, it is recommended to take extra security measures and still use encryption.

"For a classification of confidential data, see https://www.ugent.be/intranet/nl/op-het-werk/ict/informatieveiligheid/classificatie-
data.pdf
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HOW TO ENCRYPT?

Tip: Do you store confidential data on your Ghent University laptop? The easiest way to secure it is to
encrypt with BitLocker (Windows).

There is a wide choice of encryption software. Before giving an overview it is important to briefly discuss how these
applications work.

Volumes and containers
Simply put, specialised software packages use two methods of encryption: container encryption and volume encryption.

With container encryption, a kind of container or box is made and the files you want to encrypt are placed in it. This is
similar to a zip file. This box is locked with an encryption key (e.g. a password) and made illegible. Since this ‘box’ is really
nothing but a file, it has the properties of a regular file. You can move the container file (e.g. from your disk to a USB
stick) and copy it, but you can also easily delete the file. Deleting it naturally also poses a danger. A good backup
therefore remains important.

With volume encryption, the entire medium on which the data is stored is encrypted. In practice, this usually concerns an
external hard drive, a USB stick or the system disk on which your operating system is located. In technical terms, these
are often referred to as ‘volumes’, hence the name volume encryption. With this type of encryption, the encrypted files
are permanently attached to the medium, to the hardware. At first sight, this is less flexible (you can't just copy the
encrypted volume anywhere), but it also has advantages. For example, the risk of accidentally removing the volume is
much smaller. This is also a more convenient way to encrypt large amounts of data.

In addition to specialised encryption software, there are also other ways to encrypt. Some compression programmes can
also encrypt a zip file. It is also possible in most office software packages to protect and encrypt a file with a password.

Multiplatform?

Every modern operating system has the necessary tools to perform encryption. These are useful and work well as long as
you are sure that the encrypted medium will never be used on any other operating system. In other words, these
programmes do not work cross-platform and are therefore not appropriate in settings where collaboration and data
sharing are common.

Tables 1and 2 provide a simplified overview of the different types of encryption software. The examples in Table 1are
programmes only used for encrypting data. The examples in Table 2, on the other hand, are programmes that provide
encryption in addition to their other primary function.

Table 1 - Specialised encryption software

Programme Encryption by

Bitlocker (Windows) Volume (system disks and USB)

FileVault 2 (Mac0S) Volume (system disks and USB)
VeraCrypt Volume and container
Cryptomator Container
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Table 2 - Non-specialised software with encryption functionality

Programme Encryption by |
7-Zip Container
SPSS File

Office (Microsoft, LibreOffice) = File

The list is much longer than this (for an overview see
https://en.wikipedia.org/wiki/Comparison_of disk_encryption software).

Hardware solutions

If you often exchange USB sticks with confidential information, you can also buy copies with ‘built-in’ encryption. This
works well, but is relatively expensive.

IV.  SCENARIOS

Because the choice of the right encryption tool often depends on the situation and the purpose, we examine a number of
scenarios in this how-to. Detailed examples for each scenario will follow.

Scenario 1- Encrypting an entire laptop

Suppose you store confidential data on the hard drive of your laptop that you take with you everywhere.

In this scenario it is best to encrypt the system disk on which the data is stored. For this you can use the encryption
software of your operating system (BitLocker for Windows, Filevault2 for Mac0S, dm-crypt for Linux).

Let's go!

Scenario 2 - Encrypting one or a few files
Suppose you want to share 1or a few confidential files with a colleague (via email, filesender, cloud).

If the software you use to edit the file provides encryption, it is a good choice to use it. The advantage is that you do not
need extra programmes. For example, most office programmes (e.g. Microsoft Office, LibreOffice), but also SPSS offer the
possibility to encrypt files with a password.

If the software in which you edit the file does not provide encryption or if you want to quickly group some files in an
encrypted whole, you can use 7-zip. 7-zip is compression software that also allows you to encrypt the zip file you create.
It is also freely available for all major operating systems (http://www.7-zip.org/) and is installed as standard on Ghent
University computers.

You can then share the encrypted zip file with your colleague however you want (e.g. by email, filesender, cloud). Of
course you also have to share the password with your colleague. A safe way to do this is by phone or text message.

Let's go!

Scenario 3 - Encrypting a project folder

Suppose you want to work dynamically (collaboratively) with confidential data. This means you want to be able to easily
add, edit and delete files within a secure data repository. For this scenario, it is recommended to create an 'encrypted file
container' with specialised software.
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For example, in this scenario you can use VeraCrypt. VeraCrypt is freely available for all major operating systems
(https;//VeraCrypt.codeplex.com/).

Another application is Cryptomator (https://cryptomator.org/). This package has the added benefit of being optimised for
use with cloud storage. In addition, mobile versions of the software are also available for use on your smartphone and
tablet. The mobile versions are not free.

Let's go!

Scenario 4 - Encrypting external devices
Suppose you have a large amount of data that you want to keep safe for yourself on an external hard drive or USB stick.

In this scenario, it is recommended to encrypt the entire disk with BitLocker (if you are using Windows) or Filevault2 (if
you are using Mac0S). If you want to be able to use the encrypted external hard drive on operating systems other than
yours, you should opt for multiplatform software such as VeraCrypt.

Important! With long-term storage, it is important not to forget the password. Use a strong?® password and keep it in a
safe place. Also make sure that others who need to have access to the data later (e.g. your supervisor) also have the
password. You can also store passwords in a password manager such as KeepassXC.

Let's go!

V. LET'SGO

Scenario T- Encrypting an entire laptop

If you keep confidential data on your laptop and you also use that laptop externally (i.e. outside Ghent University), it is
strongly recommended to encrypt the hard drive. This can be done in most cases with tools that come with the operating
system you use. For Windows this is BitLocker and for Mac0S this is FileVault2.

Encryption of the system disk in Windows with Bitlocker

Before you get started, it is important to check the following items.

e BitLocker is only available for the ‘professional’ editions of Windows (Enterprise, Ultimate). This is normally not
a problem for laptops that have been provided by Ghent University, but for laptops purchased externally, this
may be different because they often have the “lightest” Home edition installed.

e To encrypt your system disk you also need to work with a modern device that has a Trusted Platform Module
(TPM). This is a special encryption chip installed in your laptop that is used to encrypt your system disk. If you
don't have a TPM, you will be notified when activating BitLocker.

Tip: When purchasing your laptop, check whether your PCis equipped with a Trusted Platform Module,
and ensure that a professional version of Windows has been installed. In case of doubt, contact the
Department of Information and Communication Technology helpdesk.

2 http://helpdesk.ugent.be/account/wachtwoord.php
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Find out how to check whether you have a TPM chip in your computer at the following website:
https://www.howtogeek.com/287737/how-to-check-if-your-computer-has-a-trusted-platform-module-tpm-chip/

The following website is a good guide on how to setup BitLocker on a Windows PC:
http://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-windows/

For a full, highly technical explanation, you can also see:
https://technet.microsoft.com/en-us/library/c61f2a12-8ae6-4957-b031-97b4d762¢f31

Encryption of the system disk in MacOS with FileVault 2

On the Apple website you will find a good manual on how to use FileVault 2 and encrypt your system disk:
https://support.apple.com/en-us/HT204837

Scenario 2 - Encrypting one or a few files

If you want to quickly encrypt one or a few files because you want to share them with a colleague, for example, in some
cases you can use the software you use to edit the data (e.g. SPSS). If the software you use to edit the data files does not
have this option, it is best to use 7-zip. Below we first go through some examples of software with built-in encryption.
Then we discuss encryption with 7-zip.

Encryption with Microsoft Office

For example, to encrypt files with Microsoft Excel, go to the ‘File’ menu. Then select ‘Protect Workbook’ and then ‘Encrypt
with Password'.

confidential research datastsx Jan-Lammertyn I ®@® 7?2 - O/S%

Info

confidential research data

Documents

& Upload | | & Share @5 Capy path | | B3 Open file location

S Protect Workbook Properties -
¥/ Control what types of changes people can make to this workboak, 5
o & ize 8,03KB
Workbook™ Title Add a title
I Tags Add atag
e s Always Open Read-Onl )
atse /é o v . Categories Add a category
Prevent accidental changes by asking
o readers to apt-in to editing
mnt hat it contains: Related Dates
E Ericoipt Wikt Paeiand ame and absolute path Last Modified  Today, 11:27
Share @y Require a passward 1o apen this
NSrEEDa. b Created Today, 11:27
poi Last Printed
Bipgrt El Protect Current Sheet
am
) Cantrol what types of changas people can
Publish make to the current sheet Related People
Author
e ? Protect Workbook Structure Jan Lammertyn
=) Prevent unwanted changes to fhe structure
il
of the workbaok, such as adding sheets. Add an authar
Z Last Modifie...
P\ Restrict fcces olan Lammertyn
L© Grant peaple access while removing their >
ability to edit, copy, or print
Related Documents
D Add a Digital Signature
1 6iive therwegiof e warkbock by [ J@ven Fie Locstion
Account adding an invisible digital signature.
A R Show All Properties
Feedback srkbook is viewed on the Web.
s/ Let readers know the document is final

Optians
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Then you enter a password.

®

Info

(R Home
confidential research data
DO New Documents
= Open \ & Upload | | |} Share | | @ Copy path | | I Open file location
m IE' Protect Workbook Properties v
nfo
Q Control what types of changes people can make to this workbook. size S
Protect :
Save Workbook ¥ Title Add a title
| Tags Add a tag
Save As Encrypt Document ? % Categories Add a category
mspect Encrypt the contents of this file
& | nepectl | —
Checkfor u Docun| eteesessssssessesened e
Share. Issues Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a list of passwords and their Created Today, 11:27
. corresponding document names in a safe place. Last Printed
Xport . (Remember that passwords are case-sensitive)
Version
Publish ® A oK Cancel Related People
Version Author
s History Jan Lammertyn
Add an author
Last Modifie...
Manage Workbook °Jan Lammertyn

]

Manage
Workbook « |

IB) There are no unsaved changes.

Account
Browser View Options Show Al

Feedback Pick what users can see when this workbook is viewed on the Web.

Browser View
Options

Options

Related Documents

"] open File Location

| Properties

Once the password has been entered, you still have to save the document. From that moment on, your file is protected.

The next time you open the document you will be asked for the password.

Encryption with LibreOffice

For example, to encrypt files with LibreOffice Calc, save the file. In the save window s

elect 'Save with password'.

exp1_raw_201912

{af Home 4«  f{Gtjan | Documents »

[ Desktop Name v Size Type

¥ Downloads
J1 Music
[&] Pictures

= videos
Encrypt with GPG key ODF Spreadsheet (.ods)

Save with password

B2

Modified
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Then you enter a password.

Set Password - 0 &

File Encryption Password
Enter password to open

Confirm password

Note: After a password has been set, the document will only
open with the password. Should you lose the password, there
will be no way to recover the document. Please also note that
this password is case-sensitive.

» Options

Cancel OK

Once the password has been entered, the file is saved in encrypted form. The next time you open the document you will

be asked for the password.

Encryption with SPSS

Save the file to encrypt SPSS files. In the save window select ‘Encrypt file with password'.

& Save Data As

Lookin: | J. 02RawData ~ | @ B

. Experiment1
\. Experiment2

Keeping 2 of 2 variables.

File name: [mydata I

Save as fype: |SPSS Statistics (*.sav) )

{Encrypt file with password
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Then you enter a password.

Lookin: | J. 02RawData ~ | @B

.. Experiment1

. Experiment2
& Encrypt File

File Password
Specify a password for opening the file:

[oUs— l

nfirm password:
Ket Lo =

File name: @

Caution: This password is not recoverable if itis lost or forgotten.
Save as type: @ The file will not open unless the correct password is entered.
SPSS Statistics 20 and earlier releases cannot open these files.
Encoding (Passwords are case-sensitive.)

(LK J[(cancel_teip

Encrypt file with password

caxaranans |

v
g
o
v

Once the password has been entered, the file is saved in encrypted form. The next time you open the document you will
be asked for the password.

Encryption with 7-zip
7-zip is installed as standard on computers provided by Ghent University. If 7-zip is not already on your computer, go to
http://www.7-zip.org to download the installation files. In this example we use the version for Windows.

Suppose you have some files that you want to put in an encrypted zip file.

Step 1
Go to the folder where the files are located. Select the files and right-click. If the installation of 7-zip was successful,
select '7-Zip' in the context menu and then ‘Add to archive...

‘ [4 © = | C\Users\jan\Desktop\Interviews - o X
Home  Share  View (2]
» > Interviews v O | Search Interviews P
U s Name Date modified Type Size
mDesktop  # 6] interview3_confidential.mp3 6/04/201615:37  MP3File 26816 K8
© Dropbox 7] Interview3_tra~--vin+-
7-Zip > Extract files...
[2 Documents  #
CRCSHA > Extract Here
s Downloads  # L
[& Edit with Notepad++ Extract to "4\"
fopw » i
€ Verplaatsen naar Dropbox lestarchive
cument Add to archive...
o CWO0_2016-04 Scan with Windows Defender... Compress and emall.
o db Share with > Add to "Interviews.7z"
figures_howto i S Compress to “Interviews.7z" and email
23 Dropbox o Add to Interv"(ews.xfp 3 »
Compress to "Interviews.zip” and email
/& OneDrive Copy
= This PC Create shortcut
e ediion Delete
Rename
[2 Documents
& Downloads Properties
3 Music
& Pictures
& Videos
& 05 (C)
v
2items 2 items selected 26,1 MB =
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Step 2
You will see the following window

Add to Archive X
Archive C \Users\;an\Deskﬂop\ln(e(wews\
: confidential. 72}

Archive format 7z v Update mode Add and replace files v
Compression level Normal v Path mode Relatve pathnames v
Compression method: LZMA2 v Options

[[]Create SFX archive
Dictionary size 16MB v —

[]Compress shared files
Word size 32 ™ [()Delete files afer compression
Solid Block size 2GB v

Encryption

Number of CPU threads: 4 v /4 Enter password.
Memory usage for Compressing 592MB

Reenter password
Memory usage for Decompressing 18MB

Splitto volumes, bytes
[C]Show Password

Encryption method AES-256 ™
Parameters
[CJEncryptfile names

Make sure the ‘Archive format' is set to 7z and leave the ‘Encryption method’ at AES-256. Once you have given an
appropriate name to the zip file, you can enter a password. If you also want to make the names of the files in the zip file
unreadable, select ‘Encrypt file names’. This is only recommended if the file names themselves contain confidential
information. Press ‘0K’ and the encrypted file will be created.

If you share this zip file with others, they will also need to install 7-zip to extract the files.

See how to create encrypted 7-zip files on Mac0S and Linux at http://www.howtogeek.com/203590/how-to-create-
secure-encrypted-zip-or-7z-archives-on-any-operating-system/.

Scenario 3 - Encrypting a project folder

In this dynamic scenario, we want to create a safe place where we can easily add and edit files. We do this by creating an
‘encrypted file container'. This container can be easily shared, e.g. via the cloud®.

Folders can be encrypted in different ways and with different software packages. We first go through how to use
Cryptomator for this. We will then go deeper into the use of VeraCrypt.

5See also point 8 in Tips for working safely with IT tools
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Cryptomator

In this example we are using the Windows version of Cryptomator. You can find the installation file for this encryption
software at https://cryptomator.org under ‘Download’.

In Cryptomator, the ‘encrypted file container' is called a vault. This vault is actually a normal folder that serves as a
secure ‘safe’ to store other files. Because the safe is a folder, it also means that you can use it just like a normal folder.
This is very flexible: you can copy, move and rename the folder. However, there are hazards that you should take into
account: you can easily delete the folder, for example.

We will first go through how to create a new vault. Then we will go deeper into daily use. In summary, you use
Cryptomator as follows:

Preparation (only once):

1. Start Cryptomator
2. Choose location and name for vault
3. Set Password

At each use:
1. Start Cryptomator
2. Select and open Vault (Unlock)
3. Work
4. Close Vault (Lock)

Creating a new vault

Creating a vault is quite easy. In short, you have to choose where you want to place the vault and what it should be
called. Then you also choose a password.

Let's go through the process step by step:

Step 1 - Open Cryptomator
First open Cryptomator. You will see the following screen.

& Cryptomato - .

Click here to add a vault
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To start, press ‘+' and select ‘create new vault’ to create a new vault.

Step 2 - Choose location and name
In this example we want to create a new vault, so we select a location (here the OneDrive for Business folder) and

choose an appropriate name (in the example ‘research_project01). Once you have done this, press save.

& sa

«—

Organize ~

v 4~ #@ > OneDrive - UGent

New folder

# OneDrive - UGent

# RadenCommissies

@ Attachments

OneDrive for Business

= This PC

m Desktop

1= Documents
& Downloads
J Music

= Dirturas

il Name

& Attachments

@ RadenCommissies

] Search OneDrive - UGent

Date modified

6/01/2017 8:55

16/03/2017 8:24

Type

File folder

File folder

File name: | research_project01

Save as type:

~ Hide Folders

Save

Cancel

Step 3 - Set password
Once the location and name have been chosen, your vault will appear on the left in the selection window. Now you
choose a strong password. Then press ‘Create Vault' to create the safe.

4% research_project01

a research_preject0]

CneDrive - UGentyresearch pro

Password

Retype Password

(XIS TII NIRRT 2

Very strong

IMPORTANT: If you forget your password, there is no way to recover

your data.

Create Vault

Using a vault on your PC
The procedure for using a vault is always the same. You always start by opening your vault in Cryptomator and you
always close the safe again at the end. We will describe this in detail later.

Page |12



To make the vault convenient to use, Cryptomator mounts it on a virtual disk. When the vault is mounted it looks like you
have an extra disk on your computer. You can work on it just like on a normal disk. This also means that as long as this
‘virtual' drive remains mounted, its contents are available to anyone who has access to your computer. Once you have
finished working on the virtual disk you need to unmount it (‘Lock vault’). If you forget this, the contents of the vault will
remain accessible to anyone who has access to your computer until you turn your computer off.

Step 1 - Opening a Vault

Once you have opened Cryptomator, the first step is to open your vault. Do this by selecting the vault you want to open.
Then enter the password and press ‘Unlock vault’.

g research_project01 = %

a research_project0]

ntyresaarch pro Password |ees ooo.ooo-.oos..o.| |

More Options | Unlock Vault

Note: If you want to open a vault that you have never used before on the computer you are working with, you will not see
that vault in the list of available vaults (the left part of the window). This may happen, for example if you have created a
vault with your desktop PC on OneDrive and you want to open it on your laptop.

To add an existing vault to the selection list in Cryptomator, press + and select ‘Open existing vault’ Then look for the
folder containing the vault you want to open. That folder contains a file with the ‘cryptomator’ extension. If you select
and open this file, the vault will be added to your list of available vaults.

Once this is done, the vault will be opened and mounted on your system. If you want you can now reduce the
Cryptomator programme window.

In this step there are also some additional options under ‘more options'. The main ones are:

e [Jrive Name:Do you want the drive being created to have a different name than the name of your vault? Then
you can set that here.

o Save password:do you want to not have to enter your password every time? Then you can also let Cryptomator
store the password. This is not recommended.

o Auto-Unlock on Start This option automatically mounts the selected vault when Windows starts. This is not
recommended.

e (ustom Drive letter:Do you not want Cryptomator to automatically choose a drive letter to mount the virtual
disk? Then you can set here which drive letter should be used each time.
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Step 2 - Use

You can now simply save files to this virtual disk via Windows Explorer as you would with a normal disk. Note that the
capacity of the virtual disk is the same as the physical hard drive on which you created it. In this case, this is the C;/ drive
because OneDrive stores a local copy of its files there.

- Folders (1)

~ Devices and drives (3)
Local Disk (C3)

ail

] =

M 27,1 GB free of 43,4 GB
CD Drive (D)

-

research_projectl (E:)

===
] 271 GE free of 40,4 GE

Step 3 - Unmounting
Once you have completed the previous steps, you must close the vault. You need to do this because people who have
access to your computer also have access to the mounted vault.

Proceed as follows: in Cryptomator select the disk you want to unmount and then press ‘Lock vault'. After that, the virtual
disk will be unmounted and it will disappear from your system. The contents of the vault will now not be accessible and
a folder with (unreadable) encrypted files will remain.

VeraCrypt

First we go through how to create an ‘encrypted file container’ with VeraCrypt. We will then go deeper into the daily use
of such a container.

In this example we are using the Windows version of VeraCrypt. You can find the installation file for this encryption
software at https://www.veracrypt.fr.

In summary, VeraCrypt is used as follows:
Preparation (only once):

1. Open VeraCrypt
2. Create volume (encrypted file container)
3. Set Password
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At each use:

Open VeraCrypt

Select encrypted container and mount to drive letter.
Work

Select encrypted container and unmount (‘Dismount’).
Exit VeraCrypt

N W=

Creating an encrypted file container

An ‘encrypted file container is a file that serves as a secure ‘box’ to store other files. Because the result is a file, it also
means that you can use it just like a normal file. This is very flexible: you can copy, move and rename the container. There
are also hazards that you should take into account: you can easily delete the container.

Creating an ‘encrypted file container’ looks complicated due to the number of steps required, but the default settings are
usually followed. In short, you have to choose where you want to place the ‘encrypted file container’, what it should be

called and how big it should be. Then you also choose a password.
We now go through the process step by step:

Step 1
First open VeraCrypt. You will see the following screen.

M VeraCrypt

Volumes System Favorites Tools Settings Help

Drive  Volume Size Encryption Algorithm
) E:
=) F:
) H:
) I:
= ):
) K:
) |2
) M:
) N:
=) O:
=) P:
=) Q:

=) R:

[ Create Volume i Volume Properties...

Volume
Y4 :
VeraCrypt
[] Never save history Volume Tools...
Mount Auto-Mount Devices Dismount All

To start, press ‘Create Volume'.

— X
Homepage
Type A
v
Select File...
Select Device...
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Step 2

By default, the option for an encrypted file container is checked. This is what we want, so click on ‘Next'.

VeraCrypt

M VeraCrypt Volume Creation Wizard

= X

VeraCrypt Volume Creation Wizard

(@ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

(O Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive
(e.q. a flash drive). Optionally, creates a hidden volume.

O Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

< Back Next > Cancel

Step 3

In this step you will be asked what type of container you want to create. Again we choose the standard option. Click on

M VeraCrypt Volume Creation Wizard

VeraCrypt

- ¥
Volume Type

(@ Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

(O Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

Help < Back Cancel

‘Next'.

Step 4

In the next step, you need to find a location for the container you want to create. Click on ‘Select file' and navigate to
where you want to place the container file and give it a name. In the example, a file called ‘confidential.hc’ will be
created on the desktop. The .hc extension is often used for this type of file, but this is not mandatory (so you can also
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omit the extension). If you want to move the file to a different location later, this is no problem. You can just move or

copy it like a normal file.

M VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Location

| C:\Users\jan\Desktop\confidential.hc v | Select File...

Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for example,
moved or deleted as any normal file). Click 'Select File' to choose 3
filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

Help < Back Cancel

Step 5

The encryption options are set in the following step. Unless you're an expert and have good reasons for deviating from
the default settings, just leave them as is. Click on ‘Next'.

M VeraCrypt Volume Creation Wizard

VeraCrypt

Encryption Options

Encryption Algorithm

AES v Test
FIPS-approved cipher (Rjndael, published in 1998) that may be
used by U.S. government departments and agencies to protect

classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

Benchmark
Hash Algorithm
SHA-512 v | Information on hash algorithms

b = s
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Step 6

In the next step you choose the size of the container file. It is important to think about this carefully. Do not make the
size too large if not necessary. The larger the file, the longer it will take to encrypt it.

M VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Size

O @©w O O

Free space on drive C:\is 60.98 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter wil
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.

The minimum possible size of an exFAT volume is 424 KB. The
minimum possible size of an NTFS volume is 3792 KB.

Help < Back Cancel

Step 7
In step 7 you set the password.

Note: In addition to a traditional password, you can also use so-called ‘key files’ for extra security. These are unique files
that you must have to open the container. You can consider them as extra keys on the lock. These key files can be created
with VeraCrypt, but you can also use your own files (e.g. a photo of your cat). Anyone who wants to open the container

must have these files and know the password. In this example, we limit ourselves to encryption with a normal password,

without using key files.

M VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Password

Password:

eeescscescscescene ‘

Confirm:

escescescescescces I

[TJuse keyfiles Keyfies...
[Joisplay password
[Juse pm

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower

case letters, numbers, and special characters, suchas @ ~ = § * + etc.

We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters.

Help < Back Cancel
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Step 8
In the last step, you are asked to strengthen the encryption by adding ‘randomness’ to the encryption algorithm. You do
this by randomly moving your mouse cursor on the screen until the bottom bar is completely green.

Once this is done you can finalise your container by clicking on ‘Format’.
M VeraCrypt Volume Creation Wizard = X

Volume Format

Options
Filesystem |FAT v | Cluster Defaut | [T]Dynamic

Random Pool: =%, /+=// , %=, [=%+%== % —4= /%% ——x_ []
Header Key: W e e e e e e e e e e S e e e e e e e e
Mastier K@y s i i s s e ke e e e ke ke e e ke e e ke e e ke e e ke e

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then click

Format to create the volume.
VeraCrypt

Randomness Collected From Mouse Movements

Help < Back Format Cancel

This can take a while, especially if you want to create a large container. After formatting your container, you will find the
file in the location you specified in Step 4.

Note: The ‘Filesystem’ option is set to ‘FAT by default at this step. This is usually sufficient and all operating systems can
handle this. However, in some situations it may be better to use ‘exFAT'. E.g. if you plan to save large files (>4GB) in your
encrypted file container.

Using an encrypted file container

The procedure for using an encrypted file container is always the same: Open VeraCrypt, mount container, work, unmount
container.

To make the container convenient to use, VeraCrypt mounts the file created on a virtual disk. When the container is
mounted it looks like you have an extra hard drive on your computer. You can work on it just like on a normal hard drive.
This also means that as long as this ‘virtual’ drive remains mounted, its contents are available to anyone who has access
to your computer. When you have finished working on the virtual disk, you need to unmount it (‘Dismount’). When the
container is unmounted, the contents are encrypted. Did you forget to unmount before turning off your computer? In
principle, this is not a problem because the container is automatically unmounted and encrypted when you turn off your
computer.
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Step 1 - Mounting

The first step is to mount your encrypted file container on a hard drive. In Windows this means that you select a drive
letter you want to mount to as well as the container you want to mount. Then click on ‘Mount'.

M VeraCrypt

Volumes System Favorites Tools Settings Help

= X

Homepage

Drive  Volume
=) A
(=) B:
(=) D:

= E:
= F: 0
= H:

=)
= K:
=L
ES1H
(=) N:
=) 0:

Size Encryption Algorithm Type A

Volume Properties...

Wipe Cache

Volume G
w I C:\Users\jan\Desktop\confidential.hc v I Select Evie
VeraCrypt
[“] Never save history ’ Volume Took... ‘ \ Select Device... ‘
Mount ’ Auto-Mount Devices ] ‘ Dismount All ‘ I Exit l
You will then be asked to enter the password.
M VeraCrypt = X
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm Type A
= A:
(= B:
=) D:
=E:
= F:
== H: Enter password for C:\Users\jan\Desktop\confidential.hc
)4
=): Password: | eesesecscccscscece | l 0K I
=K
SL o s Dl recmt Hode
=) H
: o [Juse pm
— [[Jcache passwords and keyfiles in memory
[Joisplay password
[ [Juse keyfies Keyfiles... ' | Mount Options... | ']
Volume
\c lC:\Users\ian\Desktop\conﬁdential.hc v] Select File...
VeraCrypt
[“] Never save history I Volume Took... I [ Select Device... I
’ Mount I [ Auto-Mount Devices I [ Dismount All ’ [ Exit ]
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Once this is done, the encrypted file container will be unlocked and mounted on your system. As a result, a new local disk

will be added to your computer (in this case under the disk letter I:\).

M VeraCrypt — X

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Sze Encryption Algorithm Type A

= A:
= B:
= D:
= E:
= F:
= H:

C:\Users\jan\Desktop\confidential.hc 99 MB AES

= J:

=K:

=L

L) M2

=S1H

(= 0: <

an.

‘ Create Volume Volume Properties... ‘ Wipe Cache

Volume

| c:\Users\jan\Desktop\confidental.hc v| ] Select Fil... I

— | |

[“] never save history Volume Toos... Select Device... l

Dismount Auto-Mount Devices Dismount All Exit ‘

If you want, you can now reduce or close the VeraCrypt window.

Step 2 - Use
You can now simply save files to this local disk via Windows Explorer as you would with a normal disk.

| s | Drive Tools  This PC - O X
Computer View Manage W o
- v N = ThisPC v O | Search This PC P

A
s Quick access > Folders (6)

s Desktop * ~ Devices and drives (2)

+ Dropbox » 05 ()

Documents E—

W 50,8 GB free of 140 GB

& Downloads
fopw P Local Disk (I:)
current Wy 939 MB free of 98,9 MB Space free: 98,9 MB

¥ X Total size: 98,9 MB
CWO_2016-04 > Network locations (3)
db
figures_howto
5,3 Dropbox &
11items 1 item selected Rl
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Step 3 - Unmounting

Once you've finished your work, you still have to unmount the file container. If you don't do this manually, the file
container will be automatically unmounted when you turn off your computer. Be aware that as long as you have not
done this, people who have access to your computer can also access the (confidential) files in the file container.

M VeraCrypt = X

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption Algorithm Type A
=) Al

= B:

= D:

= E:

=) F:

) H:

“'I.  C:\Users\jan\Desktop\confidential.hc 99 MB AES Normal
- J:

- K:

- L2

) M2

=) N2

=) 0: v

n.

Create Volume Volume Properties... Wipe Cache

Volume

B { i C:\Users\jan\Desktop\confidential.hc v Select File...
VeraCrypt
uever save history Volume Tools... Select Device...

I Dismount mtoﬂount Devices Dismount All Exit

Proceed as follows: first select the disk you want to unmount in VeraCrypt and then press ‘Dismount’. Then the virtual
disk will be unmounted and disappear from your system. The file container is now encrypted and what remains is the
(unreadable) encrypted file you started with in step 1.

Scenario 4 - Encrypting external devices

In this example we will go through how to encrypt an external hard drive or USB stick. This largely corresponds to
creating an encrypted file container (see ‘Scenario 3 - Encrypt project folder with VeraCrypt'), but instead of using an
encrypted file, a physical disk or USB stick is used here.

The use of VeraCrypt in this scenario is especially appropriate when the encrypted medium will be used on different
operating systems. Suppose you work with MacOS and your colleague uses Windows. If you want to make an encrypted
USB stick to be read by both, you should use VeraCrypt. If you do not need to be able to use the medium on different
operating systems, it is more convenient to use encryption software in your operating system (Bitlocker for Windows,
FileVault2 for Mac0S).
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In summary, VeraCrypt is used as follows:
Preparation (only once):

1. Open VeraCrypt
2. Create Encrypted Volume
3. Set Password

At each use:
5. Open VeraCrypt
6. Select encrypted device and choose drive letter and ‘Mount'.
7. Work
8. Select encrypted device in VeraCrypt and ‘Dismount’.
9. Exit VeraCrypt

Preparing an encrypted aisk

Before you can use an encrypted disk or USB stick, you must first prepare it. To do this, follow the steps below. You only

need to do this once.
Step1

First open VeraCrypt. You will see the following screen.

M VeraCrypt

Volumes System Favorites Tools Settings Help

X

Homepage

Drive  Volume Size Encryption Algorithm
=) E:
=) F2
) H:
- I:
&)
=) K:
) 2
) M:
) N:
=) O0:
= P:
= Q:

=) R:

~

[ Create Volume ] Volume Properties...

Volume

. [ -

VeraCrypt

[] Never save history Volume Took...

Mount Auto-Mount Devices Dismount All

To start, press ‘Create Volume'.

Type

Wipe Cache

Select File...

Select Device...

A
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Step 2

By default, the option for an encrypted file container is checked. This is NOT what we want here. We want to encrypt a
disk that is not the system disk (e.g. an external USB disk or a USB stick). To do this we select the second option ‘Encrypt a
non-system partition/drive’ and then ‘Next'.

¢ VeraCrypt Volume Creation Wizard = X

VeraCrypt Volume Creation Wizard

(O Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

(@ Encrypt a non-system partition/drive

Encrypts 3 non-system partition on any internal or external drive
(e.qg. a flash drive). Optionally, creates a hidden volume.

O Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., wil need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

VeraCrypt

Help < Back Cancel

Step 3

Then you will be asked whether you want to create a normal VeraCrypt volume or a hidden volume. This second option
can come in handy in very specific circumstances, but the standard option is usually sufficient.

% VeraCrypt Volume Creation Wizard == X

Volume Type

(@ standard VeraCrypt volume

Select this option if you want to create & normal VeraCrypt volume,

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing the password to

‘ ( your volume,

VeraCrypt

More information about hidden volumes

T e e
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Step 4
In the next step you need to specify the location of the hard drive you want to encrypt. To do this click on ‘Select device'.

M VeraCrypt Volume Creation Wizard = X

Volume Location

I VI | Select Device... |

Never save history

Encrypted device-hosted VeraCrypt volumes can be created within
partitions on hard disks, solid-state drives, USB memory sticks, and on
any other supported storage devices. Partitions can also be
encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be
created within devices that do not contain any partitions (including
hard disks and solid-state drives).

Note: A device that contains partitions can be entirely encrypted in
place (using a single key) only if it is the drive where Windows is
installed and from which it boots.

VeraCrypt
Help < Back Next > Cancel
You will see the following window.
Select a Partition or Device x
Device Drive Size  Label
Harddisk 0: 475 GB
\Device'\Harddisk0\Partition 1 300 MB
\DeviceHarddisk0\Partiion2 100 MB
\Device\Harddisk\Partition3 128 MB

\Device\HarddiskO'\Partition4 C: 476 GB CA20C626

Harddisk 1: 1.8TB

\Device\Harddisk 1\Partiion1 D: 18TE My Passport

In this example, the removable hard drive we want to encrypt is mounted on the drive letter D:. We select this disk and
press ‘0K’

Note: Caution! It is very important that you select the correct disk. If you know how large the external hard drive is, you
can compare it with the specified size in the 'Size’ column. Keep in mind that the real size of a disk is always slightly
smaller than the size indicated on the package. In this example we use a 2TB disk. However, it's size is only listed as
1.8TB. If you don't know how big your disk is, open Windows Explorer before you connect the hard drive to your computer.
Then connect the hard drive and see which disk letter is added. If you still have doubts, ask for help from your IT
manager, for example.
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Step 5

In the next step you choose what will happen to any data that may already be on the hard drive. If the disk is empty, or if
it contains data that you no longer wish to keep, select the first option ‘Create encrypted volume and format it".
Selecting this option will delete all data on the disk before it is encrypted. This is the fastest option.

M VeraCrypt Volume Creation Wizard - X

Volume Creation Mode

@ Create encrypted volume and format it

This is the fastest way to create a partition-hosted or
device-hosted VeraCrypt volume (in-place encryption, which is
the other option, is slower because content of each sector has
to be first read, encrypted, and then written). Any data
currently stored on the selected partition/device wil be lost (the
data will NOT be encrypted; it will be overwritten with random
data). If you want to encrypt existing data on a partition,
choose the other option.

(O Encrypt partition in place

The entire selected partition and all data stored on it wil be
encrypted in place. If the partition is empty, you should choose
the other option (the volume will be created much faster).

VeraCrypt

Help < Back Cancel

If you want to save and encrypt the data that is already on the disk, you need to select the second option (‘Encrypt
partition in place’). Because here the process does not start with a blank disk, choosing this option will take longer.

Once you have made your choice, click on ‘Next'.

Step 6
The encryption options are set in the following step. Unless you're an expert and have good reasons for deviating from
the default settings, just leave them as is. Press on ‘Next'.

M VeraCrypt Volume Creation Wizard = X
Encryption Options

Encryption Algorithm

AES M Test
FIPS-approved cipher (Rjndael, published in 1998) that may be
used by U.S. government departments and agencies to protect

classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

Benchmark
Hash Algorithm
SHA-512 v | Information on hash algorithms

VeraCrypt

Help < Back Cancel
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Step7

In the next step, the size of the volume is shown again. Since we are encrypting the entire hard drive, this step is purely
informative and you cannot change anything. Press on ‘Next'.

W VeraCrypt Volume Creation Wizard = b4

Volume Size

1 KB MEB GE

=

Size of \Device\Harddisk1\Partition1 is 1.82 TB

Pleaze verify that the size of the selected device/partition shown above is correct
and diick Next.

N

VeraCrypt

o | | < =

Step 8
In step 8 you set the password.

Note: In addition to a traditional password, so-called key files can also be used for extra security. These are unique files
that you must have to open the container. You can consider them as extra keys on the lock. These key files can be created
with VeraCrypt, but you can also use your own files (e.g. a photo of your cat). Anyone who wants to open the container
must have these files and know the password. In this example, we limit ourselves to encryption with a normal password,
without using key files.

M VeraCrypt Volume Creation Wizard = X

Volume Password

Password:

escescesccsscesces I

Confirm:

escescesccsccecces l

[Juse keyfiles Keyfiles...
[Joisplay password
[Juse pm

1t is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ = $ * + etc.
We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters.

VeraCrypt

Help < Back Cancel
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Step9

If you want to use large files (>4GB) on the encrypted disk, you can indicate this in this step.

w VeraCrypt Volume Creation Wizard

Large Files

OYes
@No

Do you intend to store files larger than 4 GBE in this VeraCrypt volume?

Note: Depending on your choice above, VeraCrypt will choose a suitable default file

system for the VeraCrypt volume {you will be able to select a file system in the next
step).

\C

VeraCrypt

w | e | ST | o

Step10

In the last step, you are asked to strengthen the encryption by adding ‘randomness’ to the encryption process. You do
this by randomly moving your mouse cursor on the screen until the bottom bar is completely green.

Once this is done you can finalise the encryption of the disk by clicking on ‘Format’.

M VeraCrypt Volume Creation Wizard

Volume Format
Options
Filesystem |[FAT v | Cluster Defaut | []Dynamic

Random Pool: =%, /+=// %=, [=%+%== % —+= /%% ——%__ []
Header Key: W e e e e e e e e e e e e e e e e e
Master Key: W e e e e e e e e e e e e e e e e e e e e e

Abort

Done Speed | Left|

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly

increases the cryptographic strength of the encryption keys. Then click
Format to create the volume.

VeraCrypt

Randomness Collected From Mouse Movements

Help < Back Format Cancel

This can take a while, especially if you want to encrypt a large disk. After formatting and encrypting your hard drive, you
will not find it on your system yet. You will need to mount it first.
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Using the encrypted hard drive

Important! The contents of an encrypted disk are basically unreadable for a computer. When you mount the encrypted
disk or USB stick on your computer, Windows will ask you if you want to ‘format’ the disk or USB stick. Do not do this as it
will erase the contents of the encrypted disk! Click on ‘Cancel’. To mount the encrypted disk we again use VeraCrypt.

- =
Home Share  View (2]

1~ 3 > Quick access v X | Search Quick access 0

2 A
& Encryptie howto ~ Frequent folders (9)

¢ figures_howto

Desktop Dropbox
&3 Dropbox - This PC an
# OneDrive X )
Microsoft Windows X
v R This PC J
m Desktop You need to fonnat the disk in drive D: before
2 Documents you can use it.
& Downloads Do you want to format it? {Vers
& Music
= Pictures Format disk Cancel
& Videos [ —— g

& 0s (@)
. figures_howto
> «. USB Drive (D:) ~r\Dranho- \Encrvotie
sx jlammert (\\files. |
=x software (\\instal

~x software (\instal Recent files (20)

v

29 items = E l

The procedure for using an encrypted hard drive is always the same: Open VeraCrypt, mount device, work, unmount
device.

To make the encrypted hard drive convenient to use, VeraCrypt mounts it on a virtual disk. When the encrypted hard drive
is mounted it looks like you have an extra hard drive. You can work on it just like on a normal hard drive. This can be
confusing because the (unreadable) hard drive was already assigned a drive letter when mounting it on your Windows
computer (in the example this is letter D). Activating the hard drive with VeraCrypt will therefore add an extra hard drive
(letter L: in the example, see below). It is the latter that can be used to work on.

As long as the ‘virtual’ disk is mounted, its contents remain available to anyone who has access to your computer.
Therefore, it is a good idea to unmount the virtual disk (‘Dismount’) when you no longer need it. If you do not manually
unmount the drive, this will happen automatically when you turn off your computer.
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Step 1- Mounting

The first step is to mount your encrypted hard drive. In Windows this means that you select a drive letter to which you
want to mount as well as the ‘device’ you want to mount.

% VeraCrypt

Volumes System Favorites Tools Settings Help

X

Homepage

Drive  Volume
- A:
== B:
= E:
= F:
= H:
(= It
=J:
= K:
[ 1H
) M2
=S1H
== 0:
= P:

A

Size Encryption Algorithm Type

&

A

Volume

’> Create Volume

Volume Properties... Wipe Cache

I \Device\Harddisk1\Partition1

VeraCrypt

[] Never save history

~ I . Select File...

Volume Tooks... ]

Mount

Auto-Mount Devices Dismount All ‘ ‘ Exit

In the overview of the available disk letters, first select a disk letter to which you want to mount the encrypted disk.
Then select ‘Select device’ to choose the encrypted disk you want to mount.

Select a Partition or Device

Device Drive
Harddisk 0:

\Device \Harddisk0\Partition 1
\Device\Harddisk0 \Partition2
\Device\Harddisk0\Partition3
\Device\Harddisk0\Partition4 C:

Harddisk 1:

\Device\Harddisk 1\Partition1 D: 1.8TB

Size Label

476 GB
300 MB
100 MB
128 MB
476 GB CA20C626

1.8TB
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Select the encrypted disk and press ‘OK'. You have now selected your encrypted drive and the letter you want to mount it

to. Then press ‘Mount’. Because the disk is encrypted, you will be asked to enter the password.

M Vera
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm Type A
) AL
== B:
=) E:
) F:
= H:
5;: Enter password for \Device\Harddisk1\Partition1
= J:
=) K2
&L Password: | eeesssssssssscsscs ‘ | oK
) M2
SN: PKCS-5 PRF: | Autodetection v | [] TrueCrypt Mode Cancel
=) O
=\P: [Juse P 9
£ E] Cache passwords and keyfiles in memory E
[JDisplay password
[Juse keyfiles Keyfiles... Mount Options... [
Volurme
Ve | \Device\Harddisk1\Partition1 v] Select Fie...
VeraCrypt
[] Never save history Volume Took... Select Device...

Mount Auto-Mount Devices Dismount All Exit

Enter the password and press ‘0K’

Once this is done, the encrypted disk will be unlocked and mounted on your system. As a result, a new local disk will be

added to your computer (in this case under the disk letter L:\).

If you want, you can now reduce or close the VeraCrypt window.
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Step 2 - Use

You can now simply save files to this local disk via Windows Explorer as you would with a normal disk.

8%

“

10 iterns

= |

Computer View

v 4 [H » ThisPC

7 Quick access

22 Dropbox

@ CneDrive - Personal
@ CneDrive - UGent
fiy UGent

3 This PC

- My Passport (D:)

[;#' Network

1 itern selected

Manage

Drive Tools

Folders (6)

This PC

v O

v Devices and drives (3)

My

My

Ty

367 GB free of 476 GE

My Passport (D)
NTFS

Local Disk (L:)

7,81 7B free of 1,81 TB

Network locations (1)

Search This PC

In the screenshot above you can see that in Windows Explorer there are two disk letters for the mounted encrypted disk.
The first is D: which cannot be written to, and the second is L: a virtual disk created by VeraCrypt to allow you to access

the encrypted disk.

Step 3 - Unmounting

Once you are done with the above, you still need to unmount the virtual disk. If you do not do this manually, the virtual
disk will be automatically unmounted when you turn off your computer. Be aware that until you have done this, people

who have access to your computer can also access the (confidential) files on the virtual disk.

Proceed as follows: first select the disk you want to unmount in VeraCrypt and then press ‘Dismount’. The disk will be
unmounted and disappear from your system.
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